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Why Trust This Guy?
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What 1s a Secure Man?

A secure man can admit to owning this:
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The Point: Filter out "Bad" thmgs
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® Design Patterri' )
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Some Usef /Notable Standarc Filters
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° FILT ; &
o haé?

e FILTER V AL ' e
o according to RFC239 6

e FILTER SANITIZE MAGIC QUOTES
o applies addslashes()



Example:

$userEmail = "someone@somewhere.com |oopsies";
$filteredEmail = filter var($userEmail, FILTER SANITIZE EMAIL);

print $filteredEmail;

//output: someone(@somewhere.com

Many more - check out http://php.net/filter



http://php.net/filter
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http://framework.zend.com/download/latest
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e Filters are bu:
o Three main wa




Using ZF Filters: Zend Form

class Application Form Signup extends Zend Form

{

public function 1nit ()
{
Sthis->addElement ('text', 'email', array(
'label' =>'Email Address',
'required' =>true,
'"filters' =>array('StringTrim', 'StringToLower'),
'validators'=>array (
'EmailAddress',
array ('StringLength', false, array(l, 250))
) s
) ) ;

Sthis->addElement ('submit', 'submitbutton', array(
'"ignore'=>true,
'"label'=>'"'Sign Up Now',

) )




Using ZF Filters: Creating new instance

$filter = new Zend Filter Int();
$value = "6 fish";
echo Sfilter->filter (Svalue);

//output: 6




Using ZF Filters: staticFilter() method

echo Zend Filter::filterStatic('/var/www/ohhai.gif', 'BaseName');

//output: ohhai.gif






http://framework.zend.com/manual/en/zend.filter.set.html
http://framework.zend.com/manual/en/zend.filter.set.html
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° Zend 5 t
o Filters

® Zend F1lter e
o Super easy Way to hand

e Zend Filter LocahzedToNormahzed
o Think $, date/time
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ousefuI or forms to filte it fields of trailing spaces
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Unfortunately tation:

e Chaining
o Conr 1eC
o Chang '\-- | e

e Zend Fllter Input A R VT o
o build complex set of ilters/va 1dat0rs as parameters
o apply all of them to input/array

e Zend Filter Inflector
o build filter workflow on patterned strings

O patterns similar to ZF router route string format
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o HtmlEntities is somewhat helpful =~
m pretty hammerish
o StripTags 1s somewhat helpful

m not precise enough




R
e | want 1
ARy U

e | wan .,"_‘ , N

o g AU



Add 1t to the Library

“& cache e Download 1t
& docs e Add it to your library

4 (* library : -

4 (B himlpurifier-4.3.0 o | name mine by version
. (# HTMLPurifier

8] HTMLPurifier.auto.php

HTMLPurifier.autcload.php

HTMLPurifier.func.php

HTMLPurifier.includes.php

HTMLPurifier.kses.php

HTMLPurifier.path.php

HTMLPurifier.php

HTMLPurifier.safe-includes.php
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Basic Configuration

require once 'htmlpurifier-4.3.0/HTMLPurifier.auto.php';
sconfig = HTMLPurifier Config::createDefault();
Sconfig->set ('Cache.SerializerPath', '/path/to/cache');

Spurifier = new HTMLPurifier (Sconfiqg);
SdirtyHTML = '<a href="/bar" onclick="alert ('pwnd')">foo</a>"';
echo S$purifier->purify(SdirtyHtml) ;

QU EptEss
<a href="/bar ™ o=y
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Add 1t to your Bootstrap Autoloader

protected function 1nitResources ()

{

$loader = S$this->getResourcelLoader () ;

Sloader->addResourceType ('filter', 'filters', 'Filter');




Add 1t to your Form Class

<snippy>
public function 1nit ()
{
Sthis->addElementPrefixPath (
'"Application Filter',

APPLICATION PATH . '/filters/'
'filter'
) i
</end snippy>




Write Filter Class

New file: application/filters/CleanHtml.php

class Application Filter CleanHTML implements Zend Filter Interface
{

}




/**
* @var HTMLPurifier holds the instance of the purifier
*/

protected $ purifier = null;

/**

* Filters the item
* @param string Svalue
* @return string filtered element
*/
public function filter ($Svalue)
{
Sthis-> bootstrapPurifier();
return Sthis-> purifier->purify(Svalue);

}
/**

* Start the purifier and store it locally

*/

protected function bootstrapPurifier ()

{




/**
* Start the purifier and store it locally
*/

protected function bootstrapPurifier ()

{

if (Sthis-> purifier == null) ({
require once 'htmlpurifier-4.3.0/HTMLPurifier.auto.php’;
$config = HTMLPurifier Config::createDefault ();
Sconfig->set ('Cache.SerializerPath', '/path/to/cache');
$this-> purifier = new HTMLPurifier (Sconfig);




All the code - for those with good eyes

class Application Filter CleanHTML implements Zend Filter Interface
{
/*k*
* (dvar HTMLPurifier holds the instance of the purifier
*/

protected $ purifier = null;

/*k*
* Filters the item
* (@param string Svalue
* @return string filtered element
*/
public function filter (Svalue)

{
$this-> bootstrapPurifier();

return $this-> purifier->purify($value);

}
/‘k‘k

* Start the purifier and store it locally
*/
protected function bootstrapPurifier ()
{
if ($this-> purifier == null) ({
require once 'htmlpurifier-4.3.0/HTMLPurifier.auto.php';
$config = HTMLPurifier Config::createDefault ()
Sconfig->set ('Cache.SerializerPath', '/path/to/cache');
$this-> purifier = new HTMLPurifier ($config);



Blog Entry? This 1s how I roll...

class Application Form Blog extends Zend Form

{

<snippy>

Sthis->addElement ('textarea', 'body', array(
'"label' => 'Body Content',
'required' => true,
'validators' => array (
array ('StringLength', false, array(l,65000)),
)
'class' => 'required mce',
'maxlength' => 65000,
'filters' => array('StringTrim', 'CleanHTML'),

) ) s

</snippy>






http://aaronsaray.com/blog/2011/07/20/zend-filter-presentation

